Kingston Health

Sciences Centre

Centre des sciences de
la santé de Kingston

Connecting to KHSC Corporate Wi-Fi
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1. Open Network and Sharing Center: Navigate to the ‘Control Panel’, click ‘Network and Internet’,
click ‘Network and Sharing Center’, then click ‘Manage wireless networks’ on the left-hand pane

2. Click ‘Add’ on the top left-hand pane, then click ‘Manually create a network profile’

) 21! Manually connect to a wireless network:

@Q"dﬂﬂ« Net.. » Manage.. ~ [ 43 ||| Search Manage Wireless Networks 9

Manage wireless networks that use (Wireless Network Connection) How do you want to add a network?

Windows tries to connect to these networks in the order listed below. _ X
Ak Manually create a network profile
-

SR + This creates a new network profile or locates an existing network and saves a profile
m Rdapter properties  Profiletypes  Network and Sharing Center @ for the network on your computer. You need to know the network name (SSID) and
e security key (if applicable).
Networks you can view, modify, and reorder (5) P =

!—. 311 College - Heidi, Kor House Security: WPA2-Personal

A Create an ad hoc network
& This creates a temporary network for sharing files or an Intemet connection

3. Enter the below details, click ‘Next’, then click ‘Change connection settings’:
Network name: KHSC
Security type: WPAZ2-Enterprise
Checkmark ‘Connect even if network is not broadcasting’

o @ =) o) @ =)

@ ! Manually connect to a wireless network U ! Manually connect to a wireless network

Enter information for the wireless network you want to add Successfully added KHSC

Network name: KHSC .
) | & Change connection settings
Security type: WPA2-Enterprise - Open the connection properties so that I can change the settings.
Encryption type: AES v
Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
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KHSC Wireless Network Properties X ‘
4. In the pop-up, click the ‘Security’ tab, click the ‘Settings’ button —>
ﬂ || security l
Security type: [wPa2Enterprise -
Encryption type: [AES V]

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) [ settngs |

Remember my credentials for this conne
time I'm logged on

Advanced settings

5. In the new pop-up, un-checkmark ‘Validate server certificate’, then click ‘Configure’ and un-
checkmark ‘Automatically use my Windows logon name and password (and domain if any)’; click
‘OK’ then click ‘OK’ again to close the pop-ups shown below

Note: This will allow you to be prompted for your HDH/KGH credentials

7
Protected EAP Properties [ = EAP MSCHAPv2 Properties [ =]
Wh ecting:
Validate server certificate e, Gonnocing.
[~ Connect to these servers: Automatically use my Windows logon name and

password (and domain if any).

Trusted Root Certification Authorities:

[] AddTrust External CA Root -
[7] Baltimore CyberTrust Root 3
[7] Class 3 Public Primary Certification Authority

[] DigiCert Assured ID Root CA

[] DigiCert Global Root CA

[7] DigiCert High Assurance EV Root CA

[7] DST Root CA X3 -
< (T |

-“ _Cancel

[~ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[5ecured password (EAP-MSCHAP v2) j [ Configure... ] '
Enable Fast Reconnect

[] Enforce Network Access Protection
[7] Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy

o Coma ]
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6. Click ‘Advanced settings’; in the pop-up, checkmark ‘Specify authentication mode’ and select ‘User
authentication’ in the dropdown

KHSC Wireless Network Properties i | Advanced settings

Connection | Security

802. 1X settings

Seauity type:  (WPA2Enterprise - (User authentication ) [ seve qedentals
Encryption type: [AES v]
[ Enable single sign on for this network
Choose a network authentication method: @ Perform immediately before user logon
Microsoft: Protected EAP (PEAP) v ][ settings Perform immediately after user logon
Remember my credentials for this connection each Maximum delay (s 8 10

time I'm logged on

Allow

I dditional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Advanced settings l

7. Click ‘OK’ or ‘Close’ until all pop-ups are closed

8. Connect to the “KHSC” Wi-Fi option through your internet ——> | Windowssecuriy
settings and enter your HDH or KGH credentials as Network Authentication
“hoteldieu\USERNAME’ or “kgh\USERNAME’ emmm—

e —

. . _\
/ @ BYOD Welcome x \

9. Once connected, open Internet ‘
EXp|0I'eI’ and enter a WebSIte |n the < C ) | & Secure htt: ‘guest2.kgh.on.ca:8443/portal/PortalSetup.action?portal=4ef65bb2-4229-11e7-831a-005056 ¥
address bar (eg WWquhonca), £ Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now.
you will be redirected to the “KHSC == s Bvop porel
BYOD Portal”

BYOD Welcome

10. Read the Acceptable Use Policy, ———> | !"revnesrovpot

Access to this network requires your device to be configured for enhanced security. Click Start to provide device

then CI|Ck ‘Sta rt’ information before components are installed on your device

Please accept the policy: You are for the ofthe password and all activities that occur under your username and
password. Kingston Health Sciences Centre offers the Service for activities such as the active use of e-mail, instant messaging, browsing the World
Wide Web and accessing corporate intranets. High volume data transfers, especially sustained high volume data transfers, are not permitted. Hosting
‘ - y . a web server or any other server by use of our Service is prohibited. Trying to access someone else’s account, sending unsolicited bulk e-mail
1 1 R E nte r a DeV| Ce n a m e a n d 0 pt| 0 n a I Iy collection of other people’s personal data without their knowledge and interference with other network users are all prohibited. Kingston Health
Sciences Centre reserves the right to suspend the Service if Kingston Health Sciences Centre reasonably believes that your use of the Service is

‘ T ’ . ‘ . ’ unreasonably excessive or you are using the Service for criminal or illegal activities. You do not have the rightto resell this Service to a third party.
a DeSCH pt|0 n th en CI |Ck Co nt| nue Kingston Health Sciences Centre reserves the right to revise, amend or modify these Terms & Conditions, our other policies and agreements, and

’ aspects of the Service itself. Notice of any revision, amendment, or modification will be posted on Kingston Health Sciences Centre website and wil
be effective as to existing users 30 days after posting.
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12. Open the downloaded file “NetworkSetupAssistant.exe” and click ‘Run’

13. Click ‘Start’, follow the instructions and click ‘Yes’ to accept/install each certificate; you will be
prompted to enter your HDH/KGH credentials for additional information

Cisco Network Setup Assistant

Security Warning il

You are about to install a certificate from a certification authority (CA)

\ claiming to represent:
Root Certificate Store

ciscoisepvl.kgh.on.ca

L Do you want to DELETE the following certificate from th Windows cannot validate that the certificate is actually from

=Y "ciscoisepvl.kgh.on.ca". You should confirm its origin by contacting
Subject : CA, ON, Kingston, Information Managment, N "ciscoisepvl.kgh.on.ca". The following number will assist you in this
Administration, ciscoisepvl.kgh.on.ca process:
Issuer: Self Issued
Time Validity : May-25-17 through May-25-19 Thumbprint (shal): FBFDC7BF 53E8143F E9491 AEB 30783258 0D861453
Serial Number : 5927341E 00000000 312F59B6 BE3E1F28
Thumbprint (shal) : FBFDCTBF 53E8143F E9491AEB 3078 Warning:

Thumbprint (md5) : 50423831 194B725C 65668004 4646C If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

certain other countries.

14. On the last setup screen, click ‘Exit’ and your device is ready to use the internet



